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Area 1 Horizon Overview
Phishing is the root cause of 95% of security breaches that lead to financial loss and
brand damage. Area 1 Horizon is a cloud based service that stops phishing attacks, the
#1 cybersecurity threat, across all traffic vectors - email, web and network.

With globally distributed sensors & comprehensive attack analytics, Area 1 Horizon
proactively identifies phishing campaigns, attacker infrastructure, and attack delivery
mechanisms during the earliest stages of a phishing attack cycle. Using flexible
enforcement platforms, Area 1 Horizon allows customers to take preemptive action
against these targeted phishing attacks across all vectors - email, web and network;
either at the edge or in the cloud.



Email Flow

Configuration Steps
● Step 1� Configure Journaling Rule

Requirements
● Journaling of messages is a Google Enterprise feature. If you have a mix of

G�Suite licenses, this functionality  will only be available to users that have
an Enterprise level license associated with their account.
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Step 1� Configure Journaling Rule
To configure Journaling, you will need to access the Gmail Administrative Console from
the main Google Admin page (https://admin.google.com).

1. Navigate to the Gmail admin console, Google Workspace �� Gmail. Select the
Advanced settings >> option located at the bottom of the basic Gmail
configuration console:
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2. In the Advanced configuration console, under the Routing section, navigate to the
Third-party email archiving setting and click the CONFIGURE button to start the
configuration:

3. In the configuration dialog, provide a short description of the rule and the address
where to send the journal messages:

Note: The Journal address will be provided to you by Area 1.

4. Click the ADD SETTING button to validate your configuration.
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5. Once added, a new entry will be visible in your configuration:

6. To confirm and activate the configuration. You will need to click the SAVE button
located at the lower right corner of the browser window.

You can now access the Area 1 portal and you should see the number of messages
processed counter increment as Journaled messages are sent to Area 1. Ensure that you
adjust the Hop Count to 2 in your domain configuration since Area 1 will now see
messages behind Gmail.

Copyright 2021 Deployment and Configuration Guide - G-Suite Journaling
Page 5


